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& MOTIVATION

« Evolution of Power Systems
« Grid modernization caused by expansion of renewables and shift towards a connected
and decentralized grid
e Goal is to create an evolved grid that is:
o Flexible to integrate distributed energy resources (DER)
o Accommodate two-way flow of electricity and information for power management
o Provide protection against physical risks and cyber risks

« Higher risk for cyber attacks unless proper security is built in
o Crucial for engineers to develop an algorithm to detect cyber attacks

« CYBER S.H.I.LE.L.D. is a physical testbench of a cyber attack detection and prevention
algorithm and an educational outlet for the evolution of electric power systems




Goal Description
Type
Create a model smart home with a functioning Energy Management
Basic System. A touch screen used to interact with the model. This serves as an
educational experience to demonstrate knowledge on power systems.
Model smart home implemented and updated to account for a hybrid solar
Advanced | system. Simulated cyber attacks are employed on the model smart home
and attack detection and mitigation algorithms are tested.
Model smart home completed with hybrid solar system and educational
Stretch touch screen. Loads are categorized into three levels of priority:
low, medium, high.




OBJECTIVES

e The model home must use a hybrid solar system

o Solar panel will provide energy to the loads in the model smart home

o Battery used for energy storage

o Multiple loads demonstrate that the system is functioning correctly

o Energy management system (EMS) used to distribute and store energy

o Data collected from meters are sent to the OPAL-RT in the Digital Grid Lab
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o This data will be used to employ multiple forms of cyber attacks

o If attack is detected, appropriate measures are taken for the event to be isolated

A digital touch screen will be utilized to encourage interaction with the project

o Users will be able to select areas of the model to see the voltage, current, state of

charge (SoC), and power absorption or supply




}JNGIHEERIHG SPECIFICATIONS

TOUCH SCREEN

Touch Screen & Touch Screen Platform

Parameter

Specification

Engineering Requirement

Marketing
Require-

ment

Number of
Available

Measurements

At Least 7

Must display V. L. P, and SoC
measurements of sources on the
touch screen

Dimension

34.067 x 567 x 34.757

The touch screen platform must
be the appropriate size for the
weight, length, and width of the
screen

Communication
with Model

Wired
Communication with
USB

The model must be able to
accurately communicate source
measurements to be displayed
on the touch screen

Weight

At Most 100 lbs

The weight of the touch screen
must be suitable for
transportation

User Interface
Capability

Allows Selection of
AC and DC Loads.
AC and DC Sources

UI Will Allow Selection of DC
and AC loads depending on PV
panel and battery SoC: UI Will
Allow Selection of Sources
(DC or AC)

Touch Screen
Response Time

At Most 5 Seconds

Once a setting has been
selected on the touchscreen. the
model must reflect that
selection of a source or load
within five seconds

Response to
Cyber Attack
Detection

Shows Warning on
Touch Screen

Following the launch of a cyber
attack on the OPAL-RT, the
touch screen should send an

alert and indicate 1if attack was
detected

Number of
Touch Points

At Least 2

The touchsereen should be
multi touch capable and the
total number of touch points

should be at least 2

Communication

Accuracy of
Metered Data

100% Accurate

The information sent by a
single board computer must
match the information recerved
by the UI application. verifying
that data remains consistent
after communication




Smart Home Model

Parameter

Specification

Engineering Requirement

PV Panel Power
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PV panel must meet the power
requirements of the system and
provide power to AC/DC loads

Dimension

347 x 3457 x 837

The smart home model must be
the appropriate size to support
the weight, length. and width of
the PV Panel, Battery, and
Inverter

Relay Module
Operating
Voltage

Relays must meet the voltage
requirements of the system and
enable connection or
disconnection of sources/loads

Weight

Up to 300 lbs

The weight of the model must
be suitable for transportation

Battery Voltage

Battery must meet requirements
of PV and supply loads when
PV is not producing

Relay Module
Maximum
Current

Relays must meet the current
requirements of the system and
enable connection or
disconnection of sources/loads

Battery Capacity

Battery must meet the current
requirements of the PV panel

Relay Toggling
Accuracy

Equivalent or Above
95% Accurate

Relays must function with over
95% accuracy to switch on and
off: Selection of sources and
loads

Battery Lifespan

At Least 5 Years

Battery must function
successfully for at least five
years

Inverter Voltage

Inverter must meet voltage
requirements of the system and
convert DC/AC

PV Panel
Voltage

PV panel must meet the voltage
requirements of the system and
provide power to AC/DC loads

Inverter Output
Power

At Least 100W

Inverter must meet the power
requirements of the system and
convert DC/AC




SMART HOME MODEL

Charge
Controller
Voltage

Charge controller must meet
the voltage requirements of the
system and allow safe
connection from the PV panel
to the battery

Energy
Management

System

Allow for Appropriate
Selection DC, AC
Source

ENGINEERING SPECIFICATIONS

EMS must intelligently select
the appropriate source and
loads for the state of the system

Charge
Controller
Current

Charge controller must meet
the current requirements of the
system and allow for
connection from the PV panel
to the battery

Communication
with OPAL-RT

Voltage, Current

Measurements Sent to
OPAL-RT

Measurements collected 1n the

model must be communicated
with the OPAL-RT

Source Types

DC and AC

DC (solar, battery), AC (wall
outlet connection, inverter
output from battery)

Source
Measurements

Voltage, Current, SoC
Measurements

Thers must be a collection of V,
I, and SoC measurements from
solar, battery, AC connection;

this 1s sent to MPU

Load Types

DC and AC

There must be both DC and AC
loads (each having low,
medium, and high priority)

Load Power
Consumption

The system must meet load
power consumption
requirements to function

properly

Load
Measurements

Voltage, Current
Measurements

There must be a collection of V

and I measurements from DC
loads and AC loads and this 1s
send to MPU

Capable of connecting

to Touch Screen and
OPAL-RT

MPU Must Receive Data from
meters and Communicate with
OPAL-RT/Touchscreen

Metering
Accuracy

Equivalent or Above
95% Accurate

Sources and loads
measurements must be accurate
to reflect real time system
conditions




Charge Controller

"Grid"

Touchscreen AC QOutlet
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Raspberry Pi ;[ Relay |

V., 1, SoC
Metering

AC Load

Inverter VP
'[ Relay DC/AC Relay I >| Metering \

KEY

Nicole Parker Adam Bouchama Jordan Threlfall Karan Patel
Qutline: To Be Acquired Acquired Designing




OUTSIDE VIEW

Connected to:
Outlet and Inverter
(EMS Selects One)

INSIDE VIEW




PV PANEL SELECTION
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Specifications
Parameters Renogy MEGA
Price $104.99 $109.99
Dimensions 41.8x209x 1.38 1n 58.7x13.8x1.21n
Max Power Output 100W 100W
Dp‘runurm Operating 20.4V 19 5V
Voltage
Optimum Operating 19]A 5 13A
Current
Gpern—C ireult 243V 27 ]V
Voltage
Weight 14.1 lbs 12.6 lbs

Our Team Selected the Renogy

100W 12V Monocrystalline Solar Panel




BATTERY SELECTION
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Specifications
Parameters Renogy (Sealed) WEIZE (Sealed) Mighty Max (Gel)
Cost $189.99 $219.99 $199.99
N::-mmal 1V 17V 12V
Voltage
Self- (77°FE/25°C): (77°F/20°C): (77°F/25°C):
Discharge < 3% / month < 3.3%/ month < 3% / month
Rated 100Ah 100Ah 100Ah
Capacity
Dimensions 13.1 x6.9x8.61n 1299x6.73x843mn | 12.10x6.65x8.47 In
Weight 63.9 lbs 63.0 lbs 59.22 lbs
Max
Discharging 1100A 1150A 1100A
Current
Standard
Operation 77°F+9°F T7°F T7°F

Temperature

Our Team Selected the Renogy Deep

Cycle AGM Battery 12 Volt 100Ah




INVERTER SELECTION

Specifications
Parameters Cotek Renogy Schumacher
Price $175.00 $119.99 $169.99
Surge
5 SOW . 7 v
Output P 250W 1400W 2000W
Continuous 200W 700W 1000W
Output P
Output 50/60 Hz 60 Hz 60 Hz
Frequency
Output : . . . : : .
. Pure Sine Wave Pure Sine Wave Modified Sine Wave
Waveform
Efficiency 89% 90% 90%
Operating 3 - -
N -4°F - 140°F -4°F - 158°F -4°F - 150°F
Temperature
Operating 12 VDC 12 VDC 10.5 - 15.5 VDC

Vin

Our Team Selected the Renogy

/00W 12V Pure Sine Wave Inverter




CHARGE CONTROLLER
SELECTION

Parameters Renogy Controller Victron Controller
Battery Voltage 12/24V 12/24V
Rated Charge Current 10A 10A

Max PV Input

130W / 12V

145W / 12V

Charging Algorithm

Multi-Stage Adaptive

Multi-Stage Adaptive

EIRENOGY

SOLARC

Self Consumption Less Than 10mA Less Than 15mA e, OO 0O
Operating Temperature -31F - 113F -22F - 140F
Weight 0.27 lbs 1.1 1bs Our Team Selected the Renogy
Dimensions 4.68 x 2.95 x 1.08 inches 3.94 x 4.45x 1.57 inches Wanderer PWM 10A Charge Controller




MCU SELECTION

Specifications
Parameters ATmegal3ls MSP430FR6989 ESP32-C3
Cost ~52.63 ~$10.77 ~$1.90
Supply Voltage 1.8V ~3.5% 1.8V ~3.6V 3V ~36V
GPIO Pins 23 83 13
Reiifiml 10-bit 12-bit 12-bit
Clock Speed 20MHz 16MHz 2412 ~2 484GHz
WiP?‘%ii::mth Ne Ne Yes
Serial Protocol UART, I2C, 5PI UART, I2C, SPI UART, 12C, SPI
Memory 32KB 128KB 4NMEB
Power Low Low High

Consumption

Our Team Selected the ESP32-C3




MPU SELECTION

Specifications
Parameters Arduino Uno R3 Ardulnnﬂgﬂrtenta Raspberrv P14
Cost ~560 ~$150 ~540
Processing Very low Low High
Power
Memory 2KB SEAM EMB SDRAM 4GB LPDDEA4
Storage No exrerpal storage | SD card 51:::r. (through MicroSD card slot
available the expansion port)
Built-in -
WiFiBluetooth Mo Yes Yes
Built-in )
Ethernet Port Mo Ne Yes
Operating - .
No No Raspberry P1 OS5

System

Choice of RAM
(2GB| [4GB]|

More powerful
processor

SuPplY b £ GIGABIT
< N4 ETHERNET
MICRO HDMI PORTS '\ USB 3

Supporting 2 x 4K displays

Our Team Selected the Raspberry Pi 4




SCHEMATIC
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SCHEMATIC
FOR PV & BATTERY METERING

Microcontroller Unit
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SCHEMATIC

USB to UART Bridge
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SCHEMATIC
FOR PV & BATTERY METERING

12V to 3.3V Converter
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SCHEMATIC

Power Switching MUX
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PRINTED CIRCUIT BOARD
FOR PV & BATTERY METERING
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ENERGY MANAGEMENT SYSTEM 8

Receive Data From
AC & DC Sources / Loads

! !

[ DC Load Selected ] [ AC Load Selected ] [ DC & AC Load Selected ]
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(" PV Panel Not )
Producing
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(" PVPanel )
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DC Source
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Battery Has
Enough Charge
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Battery Does Not
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DC Source
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’ PV Panel Not )
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DC Source to
Inverter Powers

AC Load

Battery Has
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to Supply Load

Load

Battery Does Not
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DC Source to
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AC Connection
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SOFTWARE FLOWCHART

Jzer Selects

SMART HOME
CONFIGURATION
VIA Ul

h 4

PV Relay Closes PV Relay Opens
Circuit - PV On Circuit - PV Off

l i

User Selects Load IJser Selects Load

User Selects User Selects IUser Selects User Selects Jser Selects

Source Source Source Source Source User Selects
source

v v J l v ! i 1

. . . DC: Batterny
DC: PV [ Battery | | DC: PV / Battery i DC: Battery )
AC: PV / Battery / AC: AC Ilgr?:tt:rtrz: AC ?g’:ir;?m“““ AC: Battery | AC:AC

Inverter Connection "Grid" Inverter Dn.fg ﬁg.l on

PV | Battery / AC Connection

FV 7 Battery Inverter "Grid"




SOFTWARE FLOWCHART

SMART HOME
CONFIGURATION

RASPBERRY PI
INTEGRATION

Division of Work Key

Jordan Threlfall

Karan Patel

S~
" Microprocessor
Transmits Smart
Home Metrics o
Application via
ethernet formatted as
JSON (load data,

<3

| voltage levels, etc.) |
e

. Application Updates
Ul to Reflect Current
System Info

Lser Cpens
Control Menu?

.

LIser Changes
Settings?

Mo

( Control Menu
Displays, Refleciing
Current System
. Config .

Unity Communication’
Manager Class
Sends System

Change to
Microprocessor via
ethernet

,

-

o

Microprocessor

=,

Receives Update and

Changes Hardware
System io Reflect
Software Request

!

/" Microprocessor
Completes and

LY
,

Application via

. JSON

,

A

=,

Sends Data To Unity

ethernet formatted as

A

No

User Closes
Conirol Menu?

Yes




SOFTWARE FLOWCHART

CYBER ATTACK EVENT

Feature Implementation
User using model Division of Work Key

Jordan Threlfall

karan Patel

¥

Raspberry Pi receives Raspberry Piturns off Raspberry Pi alerts

Cyber attack staged message of attack loads model of attack

¥

| Maodel displays alert
| of cyber attack

Waits for all-clear }4 I Model shuts of loads }4
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SELECTION OF SOFTWARE COMPONENTS |

Ul APPLICATION TECHNOLOGY

Parameters

Game Engine Executable

Web Application

Components

Executable file

Static Page Generator

Language Tvype

Object Oriented Language

Markup Language

2D or 3D

Both

2D

Languages

C++ OR C#

HTML/CSS OR Node JS

Application
Customization

Tools available to implement

Tools need to be created

Cost

Free

Free

Computing
Power

Requires more power

Requires less power

o=t

b o



SELECTION OF SOFTWARE

Ul APPLICATION TECHNOLOGY

Parameters

Unity

Unreal Engine

Godot

Resources /
Support

Engine documentation
Large community
support

Engine documentation
Medium community
support

Engine
documentation
Small community
Support

Price

Free

Free

Free, Open source

Typical
Applications

Simple 2D/3D projects

Complex high
resolution graphics

2D/3D projects

Languages

C#

C++

GDScript, C#,
C++

Audience

Small team
development

Large team development

N/A

Common
Uses

Independent

developers, Education,
Small to medium sized

projects

Triple-A titles,
High-quality indie
games, VR experiences

2D and simple 3D
games. hobbyists
and independent
developers,
education




USER INTERFACE

Energy Management System

on (@ OFF

SHIELD Controls
DayMight

Power Source

Load

b




OPAL-RT INTEGRATION

« OPAL-RT TECHNOLOGIES is a leader in the development of PC/FPGA based simulators that
run in real time, hardware-in-the-loop testing equipment, and rapid control prototyping system
o Provides engineers with simulation technology that is able to test equipment in power
systems and electro-mechanical systems
o Our project utilizes the OPAL-RT to run a simulated power system in real time
o The measurements collected from the PCB are inputted into the simulation
o When a cyber attack is launched on the simulator, an alert is sent to the Raspberry Pi

« DNP3 Communication is used to transfer that data across from the Raspberry Pi 4 to the OPAL-
RT Simulation.
o Our system has been modeled in RT-Lab and can be seen on the next slide




OPAL-RT INTEGRATION
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HARDWARE TESTING

HARDWARE SUCCESS CHALLENGES

o Connection of PV, Battery, and o Collecting Accurate Information
DC Load to Charge Controller from Current Sensor
o Collection of Metering e Implementing Switching
Information from PV & Battery Between Two AC Sources
o Connection of Inverter to o Collecting & Sending Metering
Battery; AC Load to Inverter Information from AC Sources
e Current and Voltage Sensor « PCB Troubleshooting
Testing with Arduino
o Completed Energy Management
System and Controlled Relays
for Different System States

PROPOSED SOLUTIONS

o Connect Both Outputs of Relay
and Toggle Them for Switching
Between Two AC Sources

o Utilize Current Transformers to
Collect Metering Information
from AC Sources

o Continue to Test and Correct
PCB Design




SOFTWARE TESTING

SOFTWARE SUCCESS CHALLENGES

o System Config Sent to o Correct Information Parsing
Raspberry Pi Between UI App and Rasp Pi
o UI Views Correctly Displaying « Networking Challenges
Components
o System Hardware Metrics
Accurately Displayed on
Components
e Correct Handling of Cyber
Attacks
« OPAL-RT / Raspberry Pi
Communication
e Raspberry Pi Control Over
Relays

PROPOSED SOLUTIONS

o Validating that strings are
correctly constructed

« Validating that both devices are
on the network and IP addresses
and that ports are correct




Item

BUDGET

Total
Cost

Controller for
Solar Panel

$24.99

$24.99

Controller

Renogy
Monoerystalline
Solar Panel

$104.99

$104.99

Power Source

Renogy Battery
(Sealed)

$189.99

$189.99

Power Source

Hiletgo 12V 8
Channel Relay
Module

$11.29

$11.29

EMS Control

Phillips
55BDL4051T
Touchsereen

$1.678.00

$1.678.00

User Interface

Renogy Inverter

$119.99

$119.99

DC/AC Conversion

Meter (V. 1. P)

$14.99

$29.98

Metering for AC Source/Load

Meter (V. I, P)

$14.99

$44.97

Metering for DC Load

DC Fan

$15.99

$15.99

DC Load

AC Lamp

$9.99

$9.09

AC Load

Raspberry P14
Model B

$790.49

$70.49

EMS and Communication with
OPAL-RT / Application

Printed Circuit
Board (5)

$108.99

$108.99

Used for Metering




WORK DISTRIBUTION

e PV Metering Portion of PCB

e RT Lab Model (OPAL-RT)

« AC/DC Connection Within
Model House

« Smart Home Energy
Management System

e Rasp. Pi Communication
with OPAL-RT

e Rasp. Pi Control of
Relays in Model

« PCB Communication with
Rasp. Pi (Metering Info)

« Battery Metering Portion
of PCB

« AC Source Metering

« AC/DC Connection
Within Model House

« PCB/Rasp. Pi

Communication

User Interface (UI)
Receiving and Sending
Messages to Ul
Implementing the

Communication with
Rasp. Pi and Ul
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NEXT STEPS:

PROGRAM PCB
CONNECT OPAL-RT TO RASP. PI
SEND METERING INFO TO RASP. PI
COMPLETE USER INTERFACE
SHOW METERING INFO ON TOUCHSCREEN

e







